
NETWO RK VIRUSW A L L

K EY BENE FITS

∑ He lps lower secu r ity risk by

e n fo rc i ng ant ivirus secu r ity 

po l i c i es co n s i ste nt ly across the

o rga n i zation and pinpo i nt i ng

c l e a nup of so u rces of infec t i o n s

on the ne two rk

∑ Minimizes ne two rk dow nt i me 

by bloc k i ng high - t h re at vulne ra-

b i l it i es and preve nt i ng or

l oc a l i z i ng the attacks in the 

eve nt of an out b re a k

∑ Eases out b reak ma na g e me nt

b u rden by rece iv i ng thre at -

spec i fic ex pe r t i se from Tre nd

M i c ro’s awa rd - w i n n i ng gl o ba l

ne two rk of secu r ity ex perts, 

t hat can be easily and co n s i ste nt ly

d e p l oyed across the 

ne two rk seg me nt ( s )

1. So u rce: Co mp uter Eco no m i cs ,

Se p te m ber 2003

2. So u rce: Tre nd La bs rese a rc h

Trend Micr o™ Ne twork Vi r u s Wall ™
O utb r eak Preve n t ion Ap p li a n ce

PR O B L E M :

Ne two rk viruses (e. g., Inte r net worms), viruses that pro pa gate from ma c h i ne to ma c h i ne at

t he ne two rk laye r, have beco me ra mpa nt and unsto p pable over the la st couple of ye a rs du e

to an inc re a s i ng nu m ber of so ftwa re vulne ra b i l it i es. Curre nt secu r ity so lutions such as

a nt ivirus, fi rewall, vulne ra b i l ity assess me nt, and intrusion detection and preve ntion sy ste m s

a re unable to stop these ne two rk viruses and as a resu lt, the est i mated wo rl dwide da ma g es

from ne two rk viruses such as SQL Sla m me r, MSBla ste r. A, and Nachi have sky roc ke ted to

$2 . 15B in 2003.1 The ne two rk virus problem is exa ce rbated by a grow i ng nu m ber of unp ro-

tec ted and unma na g ed dev i ces access i ng the ne two rk from mu lt iple ent ry po i nts and the

d ec re a s i ng wind ow of time be tween patch ava i la b i l ity and virus attack. For exa mp l e, whe n

M S Bla ste r.A struck in Au g u st 2003, this wind ow of time was a me re 26 days as co mpa red to

t he 336 days for Ni mda in Oc to ber 2000.2

PR O D U CT DESC RIPTIO N :

Tre nd MicroT M Ne two rk Vi r u s Wa l lT M is an out b reak preve ntion ap p l ia nce that he lps orga n i za-

tions stop ne two rk viruses (e. g., Inte r net worms), block high thre at vulne ra b i l it i es du r i ng

o ut b reaks, and quara nt i ne and clean up infection so u rces inc lu d i ng unp rotec ted dev i ces

as they enter the ne two rk, using thre at - spec i fic knowl edge from Tre nd Micro deployed at

t he ne two rk laye r. Un l i ke secu r ity so lutions that only mo n itor thre ats or provide thre at info r-

mation, Ne two rk Vi r u s Wall he lps orga n i zations ta ke prec i se out b reak secu r ity actions and

p roa c t ive ly detect, preve nt or co ntain, and eliminate out b reaks. By deploy i ng Ne two rk

Vi r u s Wall in ne two rk LAN seg me nts, orga n i zations can signifi c a nt ly redu ce their secu r ity

r i sk, ne two rk dow nt i me, and out b reak ma na g e me nt burden. Ne two rk Vi r u s Wall su p ports the

Tre nd MicroT M E nte r p r i se Protection St rategy and is ma na g ed by Tre nd Micro Co nt ro l

Ma na g e rT M 3.0.



Trend Micr o™ Ne twork Vi r u s Wall ™

K EY FEAT URES :

Ne two rk Vi r u s Wall is an out b reak preve ntion ap p l ia nce that sits inline to tra ffic in ne two rk LAN seg me nts and offe rs

t he fo l l ow i ng fe atu res :

Vul n e ra bility Is o l at i o n1: 

• He lps preve nt viruses from ex p l o it i ng vulne ra b i l it i es on the ne two rk by eq u ip p i ng orga n i zations to se l ec t ive ly

i so late vulne rable (e. g.- unpatc hed) ma c h i nes for spec i fic high - t h re at vulne ra b i l it i es2 be fo re an attack or as an

attack occu rs

• Des i g ned to minimize ne two rk tra ffic co ng estion by not allow i ng unpatc hed ma c h i nes to infect ma c h i nes in ot he r

ne two rk seg me nts du r i ng out b re a k s

Ne twork Outb r eak Mo nito ri n g:

• Ena b l es orga n i zations to ta ke proa c t ive and time ly secu r ity me a su res by prov i d i ng early wa r n i ng info r mation of

o ut b reaks in the ne two rk seg me nt(s) using he u r i st i cs

- Mo n ito r i ng me t hods inc lude but are not limited to ana ly z i ng tra ffic fl ow delta, nu m ber of co n nections init iated to

a nd from a single client at any given time, sudden inc re a ses in tra ffic thro u gh spec i fic ports or protocols (TC P, UDP,

I C M P, and IGMP)

- Ident i fi es infec ted host ma c h i nes, virus attack ta rgets, and attacks on spec i fic vulne ra b i l it i es and not i fi es IT ma n-

a g e rs thro u gh TMCM 3.0

Ne twork Outb r eak Preve n ti o n3:

• Preve nts or co ntains ne two rk viruses with time ly, gra nu la r, thre at - spec i fic preve ntion po l i c i es from Tre nd La bsS M

t hat can be deployed at the ne two rk LAN seg me nt(s) to block one or a co m b i nation of the fo l l ow i ng in the eve nt of

an out b re a k :

- Range of or spec i fic IP addresses (to preve nt these ma c h i nes from infec t i ng ma c h i nes outside of the LAN seg me nt ) ,

ports, and protocols (TC P, UDP, ICMP)

- Insta nt Message Cha n nels (AIM, MSN, Ya hoo, ICQ )

- File ty pe exte n s i o n s

- File Tra n s fe rs (FT P, HTT P, Wi nd ows file sha r i ng )

- De p l oy me nt of these po l i c i es can be auto mated to maxi m i ze protection or ma nu a l ly deployed to provide gre ate r

co nt rol and fl exi b i l ity

• Iso lates and co ntains sp read of infections by not allow i ng infections in or out of the affec ted LAN seg me nt, the re b y

kee p i ng rest of the ne two rk up and running

Ne twork Sca n ning and De te ct i o n

• El i m i nates viruses (e. g., Inte r net worms) pro pa gat i ng at the ne two rk layer by sc a n n i ng and detec t i ng using

ne two rk signatu res from Tre nd La bs and by dro p p i ng infec ted pa c kets, while ant ivirus products scan for viruses at

t he ap p l i c ation layer and not the ne two rk laye r.

Auto m ated Damage Cl ea n up4:

• He lps preve nt re - i n fections by ta rg e t i ng so u rces of infection on the ne two rk and iso lat i ng them until cleanu p

• Des i g ned to minimize cost and administ rat ive burden assoc iated with ma nual cleanup and resto ration by

auto mat i ng agent - l ess, re mote cleanup of infec ted host ma c h i nes with da mage cleanup te mp lates from Tre nd La bs

• Da mage cleanup inc lu d es cleanup of or fixi ng of unwa nted reg i st ry ent r i es cre ated by worms or Tro jans, me mo ry

res i d e nt worms or Tro jans, ga rbage and viral file drop by worms or Tro jans, and sy stem file co n fi g u ration such as

sy stem.ini, after it has been infec ted or alte red by viruses



SY STEM RE Q U IRE ME N TS

Box Co nte nts: 

∑ One Ne two rk Vi r u s Wall 12 00 Ap p l ia nce

∑ One Power Co rd

∑ One Et he r net Crossover Cable (Crossover CAT - 5

Cable with RJ-45 Co n nec to rs )

∑ One Co n sole Ca b l e

∑ Two Keep Ears & Sc rew s

∑ Tre nd Micro So lutions CD for Ne two rk Vi r u s Wall 12 00

∑ One Quick Insta l lation Gu i d e

∑ One Wa r ra nty Ca rd

CO NFIG URATION RE Q U IRE ME N TS :

∑ All box co nte nts 

∑ Two Et he r net Ca b l es (Sta nda rd CAT-5 Cable with RJ-

45 Co n nec to rs )

∑ Co n nect the INT Port of Ne two rk Vi r u s Wall 12 00 to the

S w itc h / Hub that you wa nt to esta b l i sh as your protec-

tion seg me nt

∑ Co n nect the EXT Port of Ne two rk Vi r u s Wall 12 00 to

t he Switc h / Hub that this protection seg me nt origina l ly

co n nects to

∑ At least one TMCM se rver ve rsion 3.0 insta l l ed with a

valid se rv i ce activation cod e

∑ At least one Wi nd ow s - ba sed co mp uter with a CD-

ROM Dr ive5

∑ A Hy pe r Te r m i nal prog ram to co n nect to the Co n so l e

Port thro u gh Co n sole Ca b l e6

S e curity Po li cy En fo r ce m e n t :

• Ena b l es orga n i zations to enfo rce ant ivirus secu r ity po l i c i es and minimize ne two rk

i n fections and re - i n fections by

- De tec t i ng ant ivirus client products (Syma ntec, Ne two rk Assoc iates and Tre nd Micro )

a nd latest scan eng i ne and pattern fi l es (Tre nd Micro) as use rs access the ne two rk ,

b l oc k i ng ne two rk access, if not in co mp l ia nce, and ena b l i ng use rs to update ant iv i r u s

scan eng i ne and pattern fi l es or dow n l oad ant ivirus products per co mpa ny’s secu r ity

po l i c i es

• De tects Syma ntec - No r ton Ant ivirus Co r po rate Edition, NAI - McAfee Vi r u s Scan 7.0

w ith ePolicy Orc hest rator agent and Tre nd Micro Offi ce Scan and Se rve r P rotect for NT

• Does not req u i re insta l lation of host - ba sed agents, prog ram updates or cha ng es to

ne two rk co n fi g u rat i o n

Ease of Us e, Ma n a g ea bility, and Security Control: 

• Integ rated ap p l ia nce prov i d es ease of use, co n fi g u ration, insta l lation, and ma na g e me nt

• SNMP Mo n ito r i ng prov i d es enha nced ma na g e a b i l ity and view i ng capa b i l it i es 

• A built-in local host fi rewall he lps preve nt attacks to the Ne two rk Vi r u s Wall ap p l ia nce 

• Ac t ive Update and Tre nd Micro Co nt rol Ma nager 3.0 delive rs pe r i odic and auto mated

t h re at - spec i fic updates to Ne two rk Vi r u s Wa l l

• Tre nd Micro’s awa rd winning gl o bal su p port orga n i zation or ce r t i fi ed cha n ne l

pa r t ne rs deliver high - q u a l ity su p port se rv i ces

Tr e n d La b sS M

24X7 ANTIVIRUS SUPPORT 

Tre nd Micro products are bac ked by time ly,

h i gh - q u a l ity se rv i ce from Tre nd La bs
S M

, a

gl o bal ne two rk of five reg i o nal ant iv i r u s

rese a rch and su p port ce nte rs with an

I SO 9001 : 2000 - ce r t i fi ed & CO PC - 2000

Sta nda rd s - ce r t i fi ed he ad q u a r te rs. A te a m

of mo re than 250 eng i nee rs and ant iv i r u s

spec ia l i sts ope rate aro u nd the clock to

mo n itor virus ac t iv ity, develop info r mat i o n

on new threats, and deliver prompt, effec-

tive strategies.

For mo re info r mation abo ut Tre nd Micro 

se rv i ce and su p port, co ntact Tre nd La bs at

htt p : / /www. t re nd m i c ro. co m /t re nd la bs .

T RE ND M IC R O IN CO RPO RAT E D

10101 N. De An za Blvd. 

C u pe r t i no, CA 95014, USA

toll free: 1+800 - 228 - 56 5 1

p ho ne: 1+408 - 257 - 1500 

fax: 1+408 - 257 - 2 003

w w w. tr e n d mi cr o . co m

TREND MICRO

ENTERPRISE PROTECTION STRATEGY

Tre nd Micro™ Ente r p r i se Protection St rateg y

is a cu sto me r - d r iven ap p roach des i g ned to

ma nage the out b reak lifec yc l e, from vulne r-

a b i l ity preve ntion to malicious code preve n-

tion and elimination. Th ro u gh coo rd i nated

d e l ive ry of indu st ry - l e a d i ng products, se rv-

i ces, and thre at - spec i fic ex pe r t i se fro m

Tre nd Micro’s gl o bal ne two rk of secu r ity

ex perts, Ente r p r i se Protection St rateg y

he lps orga n i zations preve nt viruses fro m

ex p l o it i ng vulne ra b i l it i es on the ne two rk ,

e n fo rce secu r ity po l i c i es to co nt rol ne two rk

a ccess of dev i ces, preve nt or co ntain and

e l i m i nate viruses and re m na nts sp re a d i ng

t h ro u gh ap p l i c ation and ne two rk laye rs, and

ce nt ra l ly ma nage and integ rate out b re a k

secu r ity actions. Ente r p r i se Protec t i o n

St rategy has he lped cu sto me rs wo rl dw i d e

p reve nt malicious code attacks and mini-

m i ze out b re a k - re lated costs and da ma g es

1. Req u i res Tre nd Micro™ Vu l ne ra b i l ity Assess me nt

2. Curre nt ly ident i fi es major Microso ft vulne ra b i l it i es only  

3. Req u i res Tre nd Micro™ Out b reak Preve ntion Se rv i ces (inc lu d ed with Ne two rk Vi r u s Wa l l )

4. Req u i res Tre nd Micro™ Da mage Cl e a nup Se rv i ces (inc lu d ed with Ne two rk Vi r u s Wa l l )

5. A CD-ROM drive is only req u i red if you wa nt to install TMCM se rver to co n fi g u re your Ne two rk Vi r u s Wall 12 00 or access the docu me ntation. 

6. A Hy pe r Te r m i nal prog ram is only req u i red if you wa nt to use the co n sole mode to co n fi g u re Ne two rk Vi r u s Wall 12 00.

© 2004 by Tre nd Micro Inco r po rated. All rights rese rved. No part of this publication may be re p rodu ced, photoco p i ed, sto red on a re t r i eval sy stem, or tra n s-

m itted wit ho ut the prior written co n se nt of Tre nd Micro Inco r po rated. Tre nd Micro, the t-ball log o, Ne two rk Vi r u s Wall, Tre nd Micro Co nt rol Ma na g e r, Tre nd

M i c ro Da mage Cl e a nup Se rv i ce, Tre nd Micro Out b reak Preve ntion Se rv i ces, Tre nd Micro Vu l ne ra b i l ity Assess me nt, and Tre nd La bs are tra d e ma rks or reg i s-

te red tra d e ma rks of Tre nd Micro Inco r po rated. All ot her co mpa ny and /or product na mes may be tra d e ma rks or reg i ste red tra d e ma rks of their ow ne rs. Info r mat i o n

co nta i ned in this docu me nt is su b ject to cha nge wit ho ut not i ce.


